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1 General

The IMS has been contracted to provide support and seismological processing services. In order to provide
these services, certain IT connections need to be enabled.

The establishment of a link to the client enables IMS to access seismic data recorded by the seismic net-
work. The IMS will regard both the status of the seismic network and the data recorded by this network
as confidential information. Access onto the client network will be used strictly for services related to the
transfer of seismic data, remote maintenance of the seismic system and any other services in line with the
agreed upon scope of work between the IMS and the client.

The details of the required connections are detailed in the following paragraphs and summarised in a block
diagram in figure I}

2 IMS Domain migration

IMS is in the process of migrating certain services of the imseismology.org domain to the imsi.org domain.

3 Connections to IMS Servers

These connections can be direct or via a proxy within the client LAN. If a proxy is used for the connection,
the proxy account details (IP address, port, type of proxy and authentication credentials) need to be supplied
to the IMS for the setup of the seismic server. For an authenticating proxy a non-expiring password is
preferred to prevent the sudden loss of data transfer.

3.1 Data Transfer

To enable data transfer, the servers installed at the client site need to have access to the IMS Data servers as
detailed in Table

Data transfer is used for remote seismological data processing, configuration updates and to enable IMS
to complete their reporting obligations. The method used for transferring data uses the HTTP protocol on
port 80/5080 or HTTPS on port 443/50443. Software is set up on the seismic computer which connects to
an authenticated access web server at IMS. All communication is initiated by the seismic computer on the
client side and the transfer rate is limited. IMS has fixed IP addresses for data transfer providing redundancy.
The software will switch the address if the other cannot be reached.

Allow for future migration of domain from *.imseismology.org to *.imsi.org.

Table 1: Data transfer connections

Source Destination DNS Name Port Protocol
196.44.37.99 (South Africa) | portall.imseismology.org
41.0.209.203 (South Africa) | portal2.imseismology.org
196.22.244.59 (South Africa) | portal3.imseismology.org
120.29.243.116 (Australia) portal5.imseismology.org
206.83.120.214 (Australia) portal6.imseismology.org
142.115.255.58 (Canada) portal7.imseismology.org

Seismic Server 80/443 | HTTP/HTTPS

Institute of Mine Seismology 4 3 August 2023



IMS-IT-services-JUN2013-EDKrev18 - Page 5 of |§| -

3.2 Software Updates

Software updates for the seismic server and client PC’s running IMS software are also made available from
the IMS Servers.

Allow for future migration of domain from *.imseismology.org to *.imsi.org.

Table 2: Software update connections

Source Destination DNS Name (URL) Port | Protocol
updates.imseismology.org
devupdates.imseismology.org
196.44.37.98 (South Africa) | software.imseismology.org
downloads.imseismology.org
www.imseismology.org
updates5.imseismology.org
All customer sources devupdates5.imseismology.org
(Server, , software5.imseismology.org
employee workstations, | 120.29.241.81 (Australia) downloads5.imseismology.org
remote access systems) services.au.imseismology.org
nexus.au.imseismology.org
licensing5.imseismology.org
updates7.imseismology.org
devupdates7.imseismology.org
software7.imseismology.org
downloads7.imseismology.org
o . arclee.ubuntu.com 30 HTTP
Seismic server Country specific security.ubuntu.com

ntp.ubuntu.com (if local NTP not available) | 123 | NTP

443 | HTTPS

184.149.7.253 (Canada)

3.3 Software Licensing

Software licenses for the seismic server and client PC’s running IMS software are also made available from
the IMS Servers.

Allow for future migration of domain from *.imseismology.org to *.imsi.org.

Table 3: Software license connections
Source Destination DNS Name (URL) Port | Protocol
120.29.241.81 | licensing5.imseismology.org
196.44.37.100 | licensingl.imseismology.org

All customer sources 443 | HTTPS
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3.4 Secure Ports for Customer Access

The service level settings for seismological processing customers can be accessed via a secure web page
after registration.

Customers using Ticker 3D on a mobile device can access the event data via a secure port.

Allow for future migration of domain from *.imseismology.org to *.imsi.org.

Table 4: Secure Customer Access

Source | Destination DNS Name (URL) Port | Protocol
196.44.37.100 (South Africa) | issues.imseismology.org
Any 196.44.37.101 (South Africa) | myservices.imseismology.org | 443 | HTTPS
196.44.37.98 (South Africa) | mobile.imseismology.org

4 External remote from IMS

IMS provides support, maintenance, upgrading and trouble-shooting of the seismic system. To do this IMS
support staff need to connect to the seismic PC.

Options for this include

1. Secure shell (ssh) (preferred method). This can be restricted to the fixed IMS IP addresses (table [3))
for added security. Access from all addresses is preferred for redundancy. The external port should
be changed but the connection should route to port 22 on the seismic PC.

2. A connection via a a secure VPN (this can restrict the access to specific PC’s within the IMS).

Allow for future migration of domain from *.imseismology.org to *.imsi.org.

Table 5: IMS Public IPs for direct remote SSH access

Source DNS Name (URL) Destination | Port Protocol
196.44.37.100 (IMS South Africa) | accessl.imseismology.org
41.0.209.204 (IMS South Africa) | access2.imseismology.org
196.22.244.60 (IMS South Africa) | access3.imseismology.org | Seismic PC | remote port | SSH
120.29.241.81 (IMS Australia) accessS.imseismology.org
184.149.7.253 (IMS Canada) access7.imseismology.org
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5 Internal Connections (seismic server to hardware)

The installed IMS equipment is all Ethernet based and communicates with the IMS server located on the
client’s LAN. Normally there are no firewalls which need to be configured for this traffic but if use is made
of VLAN’s the details of the ports used are documented in Table [6]

Table 6: IMS equipment connections

Function Port Protocol
Ping - ICMP
Remote administration 80 HTTP
Communication between seismometers and seismic server 8001,8003 HTTP
8101,8103 HTTPS
SSH connection between server and equipment 22 SSH
Telnet session between server and equipment 23 Telnet
File transfer 09 PP
20-21 FTP
Moxa Nport Device server 950-981,4900 TCP
4800 UDP
Timing protocols to seismic equipment 123, 319-320 UDP, NTP, PTP
- PTP system require IP multicast between GPS master on surface and slave devices.
(For detailed PTP requirements, please consult the IMS PTP advisory,

6 Internal Connections (seismic server to customer workstations)

The installed IMS equipment is all Ethernet based and communicates with the IMS server located on the
client’s LAN. Normally there are no firewalls which need to be configured for this traffic but if use is made
of VLAN’s the details of the ports used are documented in Table

Table 7: IMS equipment connections

Function Port Protocol

Ping - ICMP

SSH connection between server and equipment 22 SSH

Ports to interface Software application with seismic server | 8001 - 8020 HTTP

(all required) 8101 - 8120 HTTPS

File sharing 137-139,445 UDP, TCP, SMB,
CIFS
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SIOMIBU JSLOISND Ul JUel} (2907 s
SIAI WoJ 13WOISNO 0] SUONOBUUOD PUNOQU|  E—

TZAIVY-607T0Z-wesbeig-juswainbay ™11 spuawndoq
du ezt e oyoads Anunod
dny 08 woo"MuNgn’AInNdas ayads Anunoy
dny 08 w09 Nmungn-aAIyoe oyoads Anunod
1090301d yod (14n) swren sNa di
'S321N0S [euIaXa SWI-UON
Jawoisn)

82IN0S SIA|-UOU 0} IBWO0ISNI WO} SUOIBUU0D punoginO

SINI 0} JBLIOISND WO} SUORIBUUOD PUNOGING

,M%hn,u%_ Sb GET ‘8ET ‘LET Buireys a1
i et IS e o e s e oo
yss 2 JONBS PUE UONEISHION USaMIa] UOIJAULI0D HSS
dWoI Buid
|030101d uod uonouny
JaAI3S DIWISIAS pue udamiag uoneol 0
(0d) suonersyiom
awoisn) ® dn aremjos

1seonNW d| aanbai walsAs dld -
diddrdpn  0ze-6TE'ELT wawdinbd dlwsis 0} sj00101d Buiwi
. 008y
dondoy o D08y 1onI3S 29100 HOdN BXON
i 12-02'69 Jajsuen oy du SSalppe JanIas awl|
Iy ‘i o L ‘dpndoy  ECT [eua1xa Jo [eussiu]
J0uiR) £ 1awdinba pUe JAIaS UBAMIAC UOISSaS 1aUaL.
|020101d uod AN o di
uss k24 JuaLdinba pue JAAIBS UBBMIS] UORIBULOD HSS
[Sd Inoyum waysAs 1oj]
sdny £018'T0T8 18NS JIWSIBS (d1N) Jon1as awi] yi0MBN
dny £008'T008 pue ugamiaq [020101d o}
dny 08 uoensIuILIpe dloway
dWoI Buid
(dpn % doy)
Jam vod uonoung
Juswdinb3 JIWSIAS PUE JAAISS JIWSIBS UIIMIAY UOHEIIUNWIWOD

1NOAV TVIIOOT

SLININIHINOIY LI

A6ojowsias
auiw jo - _________________________|
9aInnsul 18I9S DIWSIBS 81 J0 SHOd By} |[e 0} $S899€ BUIMOI[e JUN0IE NAA
S0MjaU JaWoISNI 0} dnyas NdA (2 uondo
Bio'ABojowsiesur’ Lssaooe (epeueD) £52'2'6vT V8T
BioABojowsiasw gssaaoe (elfensny) 18'ThZ'62'02T
yss uod a10wal B10"ABojowsIasWIESsa00e (AU YINOS) 09°7¥Z 22 96T
E
BuoABojowsiesw zssaooe (e214v YIN0S) ¥0Z'602°0' T
BuoABojowsiasw Tssa00e (e91)¥ LINOS) 00T"LE 717 96T
1090101 Wod uoeunseq (74n) swreN sNa EIESUES
sdi 21qnd S| 0) PaloLIsal SSad9e Yss 10au1q (T uondo
55300y Sj0WaY
BioABojowsiastui ez snxau (ouyy YINoS) 85 vrZ'2Z 96T
Bi10ABojowslaswr'sainasAw  (23Ujy LINOS) TOT'LE #0"96T
B10ABojowSISWI TAUISUSD) B
Bi0ABojoLSIaswI'SaN: (23U) LINOS) 0OT"LE 96T
BioABojowWSIBSWIMMM
610'ABojowsIaswI'SpeojuMOp (29U} UINOS) 86°LE 7H'96T
610 'ABojowsiaswa emyos
BioABojowsiaswir sarepdnaap
com | o B10'ABojowsteswr'sayepdn
B10"ABojowsiasw’ L SpPEOjUMOP
BioABojowsiaswr’ /8 1emyos ) mbT
B10ABojowstaswr’/sarepdnaap (epeueD) 52 67T v8T
Bi0"ABojowsIasw
e (eiensny) 18'172'62°02T
BioABojowsiaswr Garemyos
Bi0ABojowsiesw gsarepdnasp
610'ABojowstaswrgsayepdn
losojoid  Mod (74N) sweN sSNa di
$0IMI3S B S2A1UBD arepdn 21emios
BioABojowstaswr Zeuod (epeueD) 85'552'STT'ZYT
B1oABojowsteswr gjenod (erensnY) ¥T2'02T'€8'902
BioABojowsiaswigrenod (eifensny) 9TT'€4Z'62'0ZT
sy & I e (BIrRASNY) 9TT'EVZ 6202
G 08 BioABojowsiaswr feuod (22U {N0S) 65 ¥vZ 22 96T
BioABojowstaswi-zrevod (214Y YINOS) £02'602°0' T
Buotiswry 610'ABojowstaswi- Treuod (e0L)V LINOS) 66'LE ¥ 96T
BioABojowsiasws
:SuUrewiop aInnj pue juaund 1020101d uod (14n) sweN SNa di
mojje aseald ‘Juepuadap urewop
are sajni jjemaly 4| :JLON (suonoauuoo awp [eas 2(vz) Jajsueil ereq

3 August 2023

10NS

f Connect

iagram o

D

Figure 1

Institute of Mine Seismology



IMS-IT-services-JUN2013-EDKrev18

- Page 9of|§|-

Table 8: Change record

Change Control Record
Date Description Revision
2013/06/14 | Original document - EDK 1
2013/07/12 | Added licensing server - EDK 2
2014/01/30 | Updated IMS AU external IP address - EDK 3
2014/10/15 | Added Diagram - EDK 4
2015/05/19 | Updated diagram and IMS AU external IP’s - EDK 5
2015/10/12 | Updated diagram and IMS AU new external IP’s - 6
EDK
2016/04/11 | Updated diagram and IMS ZA external IP’s - EDK 7
2016/10/28 | Updated diagram and added https - EDK 8
2017/10/31 | Updated diagram, corrected AU ports, added Internal 9
section - EDK
2018/06/01 | Updated diagram, additional AU ports, updates to 10
internal section - RE
2019/07/03 | Updated diagram, new portal for IMS ZA 11
2019/08/15 | Fixed Ubuntu update centers (archives -> archive) 12
2019/09/27 | Added Ubuntu update centers (security) and changed 13
DNS mobile4 to mobile, added portal4 back with
port 8010
2020/05/04 | Fixed licensing table 14
24/03/2021 | Added access3 IP and Moxa Nport device 15
requirements
03/12/2021 | Support for https and removed some less used links 16
04/01/2023 | Change links to HTTPS only, changes to portal links 17
for AU and CA, general services
03/08/2023 | Public IP correction of IMS CA 18
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